Abstract-Quantitative security risk evaluation of information systems is increasingly drawing more and more attention. The purpose of this paper is to propose a novel method integrated grey relational analysis and grey-AHP evaluation to classification for information systems (IS) security. There are, of course, multiplicities of factors that will affect the security evaluation of information systems. Using grey relational analysis, we provided a tool to aid clients and their consultants in estimating or benchmarking the information systems security. It then provides a grey evaluation model of estimating the indicator system of information systems on the basis of the related reference, in which an evaluation methodology based on combination of grey evaluation method and Group-decision AHP method(Grey-AHP) for classifying grey clusters, calculating weights, creating an evaluation matrix and using comprehensive coefficient are presented. An example of practical application is given to show the effectiveness of this method. The result is believed to provide new means and ideas for the evaluation of IS security.
I. INTRODUCTION
The rapid and dramatic advances in information technology (IT) in recent years have without question generated tremendous benefits. At the same time, however, they have created significant, unprecedented risks to government operations. Computer security has, in turn, become much more important as all levels of government utilize information systems security measures to avoid data tampering, fraud, disruptions in critical operations, and inappropriate disclosure of sensitive information. Such use of computer security is essential in minimizing the risk of malicious attacks from individuals and groups. To be effective in ensuring accountability, auditors must be able to evaluate information systems security and offer recommendations for reducing security risks to an acceptable level. To do so, they must possess the appropriate resources and skills.
Your organization may be vulnerable to attack from the outside or the inside if you remain unaware of security issues, simply ignore them or don't sufficiently manage them. An attack may take down your network or lead to the theft of sensitive data -customer information, employee information or intellectual property. The ensuing loss of public trust or the failure to comply with regulations could result in severe financial repercussions. A major security breach could also cause irrevocable damage to your organization's reputation. The benefits of information security assessment are listed as follow [1] : (1) Provides a clear understanding of current information security risks. (2) Identifies the potential impact of vulnerabilities on your network infrastructure. (3) Raises internal awareness of information security risks. (4)Enables more informed decision-making and identifies the gaps in organizational security controls, policies and processes. (5) Provides a specific, actionable plan to improve overall security posture based on business needs. (6) Enables you to proactively address security issues before they are exploited. (7) Helps to meet regulatory compliance requirements.
The evaluation of information systems (IS) security is a process in which the evidence for assurance is identified, gathered, and analyzed against criteria for security functionality and assurance level. This can result in a measure of trust that indicates how well the system meets particular security target.
However, as the information systems complexity increases, it becomes increasingly hard to address security targets and the concept of perfect security proves to be unachievable goal for computer systems developer, testers and users
Risk is a function of the likelihood of a given threatsource's exercising a particular potential vulnerability, and the resulting impact of that adverse event on the organization. Risk assessment is the first process in the risk management methodology. Organizations use risk assessment to determine the extent of the potential threat and the risk associated with an information system. The output of this process helps to identify appropriate controls for reducing or eliminating risk during the risk mitigation process. Early evaluation of IS is actually assessment of the decision to procure IS. Decision may be rational or political, or may include features of both types. Rational decisions use systematic and accurate data, decisions are logically based on the value maximization upon given constraints [4] . Decisions become uncertain when there are no enough data to validate them. Such a situation is quite possible at early stage. Combinations of both described decisions types are most widely used [4] [5] .
To evaluate the information systems security quantitatively, scholar proposed a series of theoretical analysis models. Among these models there are several influential ones, for example, AHP, grey evaluation, fuzzy comprehensive judgment, AHP-fuzzy comprehensive judgment, etc. We should review all the assessment methods in order to find the most suitable method for assessing the security of information systems. Some experts have studied these. We carried out a comprehensive evaluation of a information systems using a grey analysis. First, we confirmed the weight of each index quantitatively by mean s of Group-decision AHP according to an established index system. Then, we defined the elements of an assessment matrix using fuzzy and a quality assessment model for construction project is set up. The advantage of this approach is that it does not rely on the experience of experts an d it can improve the validity and the precision of evaluation. Consequently, it can reflect the quality status of teaching quality in higher institutions.
The purpose of this paper is to introduce and illustrate a new information systems security assessment model called the grey comprehensive evaluation and attribute hierarchy model (AHM). In SectionⅡ of the paper we introduced the grey system theory including grey relational analysis and Grey-AHP evaluation model . In Section Ⅲ of the paper we describe the information systems security evaluation problem and gives the index of information systems security. We apply the grey model to the assessment of information systems security and give an application case. In Section Ⅴ of the paper we conclude content of this paper and outline future directions for research.
II. METHODOLOGY

A. Introduction to Grey System
The Grey System Theory that was developed by Deng [10] is mainly utilized to study system models uncertainty, analyze relations between systems, established models, and forecast and makes decisions [8] . Grey Relational Analysis is utilized to probe the extent of connections between two digits by applying the methodology of departing and scattering measurement to the actual measurement of distance and Grey Relational Analysis is an effective means of analyzing the relationship between two series. This study applies grey relational analysis to measure the similarity between the series.
Nowadays, the black is represented, as lack of information, but the white is full of information. Thus, the information that is either incomplete or undetermined is called Grey.
A system having incomplete information is called Grey system. The Grey number in Grey system represents a number with less complete information. The Grey element represents an element with incomplete information. The Grey relation is the relation with incomplete information. Those three terms are the typical symbols and features for Grey system and Grey phenomenon. There are several aspects for the theory of Grey system [9] :
(1)Grey generation: This is data processing to supplement information. It is aimed to process those complicate and tedious data to gain a clear rule, which is the whitening of a sequence of numbers.
(2)Grey modeling: This is done by step 1 to establish a set of Grey variation equations and Grey differential equations, which is the whitening of the model.
(3)Grey prediction: By using the Grey model to conduct a qualitative prediction, this is called the whitening of development.
(4) Grey decision: A decision is made under imperfect countermeasure and unclear situation, which is called the whitening of status.
(5)Grey relational analysis: Quantify all influences of various factors and their relation, which is called the whitening of factor relation.
(6)Grey control: Work on the data of system behavior and look for any rules of behavior development to predict future's behavior, the prediction value can be fed back into the system in order to control the system.
B. Grey Relational Analysis
Constitute the grey relational sets:
The main procedure of GRA is firstly translating the performance of all alternatives into a comparability sequence. This step is called grey relational generating. According to these sequences, a reference sequence is defined. Then, the grey relational coefficient between all comparability sequences and the reference sequence is calculated. Finally, based on these grey relational coefficients, the grey relational entropy between the reference sequence and every comparability sequences is calculated.
We build the grey relational ordinal by the following equations. Determined the number of columns to reference and the number of columns to compare Define x i for the time needed for constructing and operating a correct and perfect product information model by the ith user.
The sets of data must be standardized since the scales of criteria indices differ. Grey relational generating is used to replenish the message from the data by determining regularities and properties in jumbled data. Restated, grey relational generating can reduce the randomization and increase the regularity of data [11] [12] [13] .
Data pre-processing is normally required since the range and unit in one data series may differ from the others. Data pre-processing is also necessary when the series scatter range is too large, or when the directions of the target in the series are different. Data pre-processing is a process of transferring the original series to a comparable series. Depending on the characteristics of data series, there are various methodologies of data preprocessing available for the grey relational analysis. We use the following equations to pre-process the two series.
When, (min) (max)
After data pre-processing is carried out, a grey relational coefficient can be calculated with the preprocessed series.
The gray correlation coefficient between the number of columns of comparison and the reference number of columns were calculated The grey relational coefficient is defined as follows:
The gray correlation evaluation indicators are as follows:
So get gray relational matrix:
In gray correlation matrix, each row vector element indicates the correlation degree of target sequences associated with its reference.
In equation (7), greater correlation coefficient means that time needed for users to establish an accurate and complete product information model and finish corresponding operation will have less difference from the expectation time. But there are many Gray coefficient calculated, each factor can only reflect the match level of corresponding construction duration model and actual construction duration model. It can not indicate the construction duration as a whole.
C. Grey-AHP Evaluation Model 1) Method of Group-decision Analytical Hierarchy Process(AHP):
The Analytic Hierarchy Process (AHP) was developed by Thomas L. Saaty [19, 20] in the 1970s and has been extensively studied and refined since then. It is to express a complex decision-making problem as a sequential step-up hierarchy structure, compute the comparatively weightiness measurement of diversified decision-making behaviour, scheme and decision-making object under different rule and the whole rule, and then rank them according to the measurement, providing decision-making evidence for the decision-makers [20] .
The steps to solve the real problems using AHP method areas follows:
Model the problem as a hierarchy containing the decision goal, the alternatives for reaching it, and the criteria for evaluating the alternatives.
Establish priorities among the elements of the hierarchy by making a series of judgments based on pairwise comparisons of the elements. For example, when comparing potential real-estate purchases, the investors might say they prefer location over price and price over timing.
Synthesize these judgments to yield a set of overall priorities for the hierarchy. This would combine the investors' judgments about location, price and timing for properties A, B, C, and D into overall priorities for each property.
Check the consistency of the judgments. Come to a final decision based on the results of this process.
According to the above steps to achieve the ultimate weight vector of every decision-maker respectively.
Assuming there is t decision-makers, the number of factors to be evaluated are m , for each given a series the determining matrix of decision-makers, then by calculating the weighted average base sequencing vector the relative weight vector can be got as: , the group-decision is acceptable, and right-vector of the indicators is feedback to each decision-makers. If a number of decision-makers accept the weight vector, then calculation end, otherwise, ask decision-makers to propose amendments to judge views, and so repeatedly, until the weight vector is satisfactory to decision-makers. 
2) Determining Grade Rank Standard of Indices
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5) Calculating Grey Appraisal Weight Vector and Weight Matrix :
The grey appraisal weight of vector of e grey cluster is marked ije Then, for evaluation indices U , we make a synthetic evaluation, its synthetic evaluation result records is:
According to synthetic evaluation result B , Under the principle of the largest belonging the gray grade of information systems security evaluated is determined.
Ⅲ. APPLICATION CASE
A Example1Describe
Risk is a function of the likelihood of a given threatsource's exercising a particular potential vulnerability, and the resulting impact of that adverse event on the organization. Risk assessment is the first process in the risk management methodology. In order to verify the validity of proposed model, we select a number of information systems (IS) to carry out risk assessment. Using this method to classification grade of IS security, and the results were compared with the actual situation. The indexes reflecting Development process, Funding, Scope, Relationship Management, Scheduling, Sponsorship Ownership, External Dependencies, Project Management, Corporate Environment, Requirements, Personnel, Technology factor were adopt as shown in Fig.1 . 
B Grey Relational Analysis on Information Systems Security
The data used in this study was collected from construction industry clients and consultants. Fig.2 .
2) Indices System Weight with AHM : Attribute Hierarchy Model (AHM) is derived from the Analytic Hierarchy Process (AHP) used to the mufticriteria decision-making. The AHM is a psychometric method for classifying examinees' test item responses into a set of structured attribute patterns associated with different components from a cognitive model of task performance. Comparing with the AHP Based on the model of weight, the advantage of AHM based on the model of game is that it's matrix does not problem of "testing of consistency."
In this paper, the authors analyzed the influential factors of the urea reactor risk and constructed the AHM. Based on the results, the weights of attributes of bids were given. The n n × pairwise comparison matrix of AHM can be got by converted AHP matrix. Then we can calculate the weighting value of the index. By using measure judgment matrix of AHM, the specific process is as follows:
Step1: construct the matrix of judgement matrix
We use the Law on 1-9 scale proposed by Satty when construct The (23) through condensing the evaluation indicator system. As the evaluation work of the first two items of the evaluation targets which are established by analysis has been basically finished, the using quality is the only major task in the work of the unified check and also the hard point of grading evaluation. Focusing on the subissues, the gray comprehensive evaluation model used to evaluate the information systems security is established and the comprehensive evaluation results of the teaching quality is obtained; finally, we will be very easy to get a comprehensive information systems security evaluation by combining the early results of other evaluation. Thus the assessment of information systems security will be more objective. The quantitative and procedural way of evaluating the using quality of the information systems security is easy for programming and serves for the real institutions managers for decision-making in the management. This paper finally makes the security of information systems objectives are effectively controlled. It is approved by instance: we can get the good affection by using grey hierarchy evaluation method.
